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Foreword 

The purpose of this document is to set out the conditions under which the personal data 

communicated or collected as part of reports made via the L’ORÉAL Speak Up system are 

processed, in accordance with:  the local L’Oréal Baltic Speak Up Reports Management Policy 

available on the website____________ or the L’ORÉAL's Speak Up Reports Management Policy (if 

applicable). 

 

L'ORÉAL’s Ethics, Risk and Compliance Department (hereinafter "DERC") is the Group's 

permanent correspondent for managing reports and conducting ethical investigations. 

 

In this document, "L'ORÉAL " refers to L'ORÉAL S.A., all the subsidiaries and controlled companies 

of the L'ORÉAL Group worldwide, and the L'ORÉAL Foundation. 

 

As this document is also addressed to persons to whom the Whistleblowing Law of the Republic 

of Latvia applies, "L'ORÉAL Baltic" means: 

1) L'ORÉAL Baltic SIA, 12 Citadeles street, LV-1010 Riga 

 

Each of the L’Oréal entities shall act as a separate data controller, in relation to cases addressed 

to an individual entity. 
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1. Personal data processed   
 

Speak Up reports can be submitted anonymously, however, anonymous reports would not be considered a whistleblowing 
report under this local policy and it would not provide protection to the reporter according to the Latvian Whistleblowing 
Law.  To submit a whistleblowing report under the Latvian Whistleblowing Law, the reporter must provide to L'ORÉAL 
their personal data (name, surname, contact details, such as, e-mail address) and, where applicable, personal data 
concerning the person(s) concerned and possibly the person(s) who may provide the information necessary for the 
processing of the report. 

 
In addition, L'ORÉAL may be led to collect and process personal data concerning other persons (witnesses, accused 
persons, persons cited in the context of an interview) as part of the processing of a report. 
 
Personal data which are manifestly not relevant for the processing of a specific report shall not be collected or, if 
accidentally collected, shall be erased without undue delay. The deletion of this personal data should take place within 14 
days from the moment it is determined that they are not relevant to the case. 
 
 
The types of personal data that may be collected and processed notably include: 

• the identity, functions and contact details of the reporter, 

• the identity, functions and contact details of the persons targeted by the report, 

• any other information communicated voluntarily by the reporter or resulting from the processing of a report. This 
information must be directly linked to the subject of the report. 

 
As part of the processing of a report, L'ORÉAL may also collect personal data from persons who may provide information 
necessary for the processing of reports (these persons may or may not be identified by the reporter). 
 
The provision of personal data by a reporter is necessary for the proper acceptance and processing of a report made, in 
accordance with the Internal Reporting Policy and whistleblower protection legislation. 
 
After a Speak Up report has been qualified as a whistleblowing report under the Latvian Whistleblowing Law, the personal 
data provided by the reporter will be handled with the strictest confidentiality. The reporter’s identity will be kept 
confidential in accordance with this procedure, Latvian Whistleblowing law and will not be disclosed to the reported or 
accused person, unless otherwise required by law or if the reporter provides its explicit consent. 

 
 

2. Purposes and legal bases   
 

The purpose of collecting and processing these personal data is to receive and verify the reports, perform follow-up 
actions, maintain a register of reports, and take corrective measures.  

 
Personal data is processed in accordance with the legal obligations incumbent on L'ORÉAL deriving primarily from 
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 
95/46/EC (Journal EU L. of 2016, No. 119, p. 1, as amended, "GDPR"), in particular article 6 (1) c) of the GDPR (processing 
is necessary for compliance with a legal obligation to which the controller is subject) and the Whistleblowing Law of 
February 2, 2022 . In some cases, personal data may also be processed in order to pursue L'Oréal's legitimate interest in 
receiving, verifying and clarifying reports (pursuant to Article 6 (1) f) of the GDPR). 
 
 

*** 
These personal data are processed under the legal obligations incumbent on L'ORÉAL S.A. requiring the implementation 
of the following measures (if applicable in a specific case):  
 

- The internal reporting system resulting from the Sapin II Act of 9 December 2016 (Article 17) is a mandatory system 
whose purpose is to report acts relating to the existence of conduct or situations contrary to the company's code of 
conduct in order to prevent and detect acts of corruption or influence peddling in France or abroad.  

 
- The internal reporting system resulting from the Sapin II Act of 9 December 2016 (Articles 6 and 8) is a mandatory 

mechanism aimed at reporting any crime, offence, or serious and manifest violation of an international commitment 
duly ratified or approved by France, a unilateral act of an international organisation taken on the basis of such a 
commitment, the law or the regulation or a threat or serious harm to the general interest. 

 
- The internal reporting system resulting from the law of 27 March 2017 on the Duty of Care aimed at collecting Speak 

Up reports relating to the existence or realisation of risks of serious harm to human rights, fundamental freedoms, 
the health and safety of persons and the environment, resulting from the activities of the company and those of the 
companies it controls, as well as the activities of subcontractors or suppliers with whom an established business 
relationship is maintained, when these activities are related to that relationship.  
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In addition, L'ORÉAL S.A. processes personal data for its legitimate interest in enforcing the Group's Ethical Principles by 
implementing two optional mechanisms: 

 
- The internal reporting system resulting from the Group’s Ethical Principles aimed at collecting Speak Up reports for 

violations of the Group's Code of Ethics and ethical policies; 
 

- The system for preventing retaliatory measures is an optional system aimed at combating any form of retaliation 
that may be taken against a reporter whose identity has been disclosed, close relatives and any person who has 
given information in connection with a report. 

 
Where reports contain sensitive data concerning, for example, the sexual orientation of a person, health data or data 
relating to criminal convictions or offences, such data may be processed where they are necessary for the establishment, 
exercise or defence of legal claims (within the meaning of Article 9.2.(f) of the GDPR) or where the processing of such data 
is of significant public interest (within the meaning of Article 9.2.(g) of the GDPR).  
 
As part of the management of the report or its outcome, data shall be kept for the creation of statistics, the purpose of 
which is to: 
(i) Manage ethics investigations: delays in conducting ethics investigations, number of investigations at the key 

stages of the ethics investigation process, etc. 
(ii) Communicate with employees: number of Speak Up reports per country, nature of allegations, etc. 
 
The statistical data stored or those used for their construction are always redacted of any personal data and never allow 
the identification of a person concerned by a Speak Up report. 

 

 

 

 

 

 

 

3. Data controllers   
 

 

L'ORÉAL Baltic as data controller in relation to the personal data collected and processed. Data controller may be 
contacted, as appropriate, at the registered office address: 
 
L'ORÉAL Baltic SIA, 12 Citadeles street, LV-1010 Riga 
 
 

Data controller has appointed a Data Protection Officer who can be contacted on all matters relating to the processing of 
personal data and the exercise of rights under the GDPR at: personal-da@loreal.com (L'ORÉAL Baltic) 

 
 
When handling a Speak Up report, personal data may be collected or processed by, or transferred to other entities of the 
L’ORÉAL or external advisors on the basis of adequate contractual authorizations as part of the services of receiving 
reports and advisory services provided by these entities in accordance with GDPR and  the Whistleblowing Law. 

 

 

*** 

 

L'ORÉAL S.A. exercises the status of data controller with regard to the personal data collected and processed.   

 
As part of the processing of Speak Up reports, these data may be collected, processed or transferred to other entities of 
the L'ORÉAL Group, for example the entity where the reporter is located. In this case, these entities also act as data 
controller. All L'ORÉAL entities shall process personal data for the purposes provided for in this document. For more 
information regarding the use of personal data by other entities for the purposes of the Group’s Speak Up Reports 
Management Policy, please refer to the relevant entity's data privacy policy or statement and, where applicable, its local 
Speak Up Reports Management Policy. 

 
Persons whose personal data are thus collected and processed by the L'ORÉAL Group may contact the following 
department for more information:   

 
         L'Oréal S.A. 

                                                                                             Direction Générale de l’Éthique,    
                                                                                             des Risques et de la Conformité 
                                                                                                            41, rue Martre 

          92100 Clichy 
      Tel: +33 (0)1 47 56 87 93 
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For more information regarding the collection and processing of personal data by a specific L'ORÉAL entity, please write 

to the following email address: dpo@loreal.com. 

 

 

4. Retention periods and archiving   
 

In cases where the controller is L'ORÉAL Baltic - Personal data and other information in the register of internal reports are 
stored for a period of 3 years after the end of the calendar year in which follow-up activities were completed or after the 
completion of proceedings initiated by these activities. 
 

*** 

 

In cases where the controller is L'ORÉAL S.A. - Personal data shall be kept in a form allowing the identification of persons 

solely for the time strictly necessary to achieve the purposes involved:  

- The personal data relating to the Speak Up report shall be kept in active database for the time necessary to 
conduct the ethics investigation until the final decision on the follow-up1 to be given to the Speak Up report.  

 
- After the final decision has been taken on the follow-up to be given to the Speak Up report, the personal data 

are kept in the form of intermediate archives for the purpose of ensuring the protection of the reporter (in 
particular, the absence of retaliation), enable the establishment of continuous infringements, or enable the 
defence of legal claims. In this case, the retention period selected by default corresponds to the term of legal 
action or the statute of limitations in tort (or criminal law), i.e. a period of 6 (or 20) years from the last facts 
materialising the continuous offence. 

 
- At the end of the archiving period, the personal data are anonymised. However, where there is a significant risk 

that an investigation may be reopened or the anonymisation of a Speak Up report may compromise L'ORÉAL's 
subsequent ability to justify the proper processing of a Speak Up report to an authority, or if L'ORÉAL has a legal 
obligation (for example, to meet accounting, social security or tax obligations), or for evidentiary purposes with a 
view to a possible audit or litigation, or for the purposes of carrying out quality audits of the processing of Speak 
Up reports, this period may be extended to a period determined on the basis of a balance between the interests 
of the data subjects and those of L'ORÉAL. 

 
- When disciplinary or litigious proceedings are initiated against the accused person or the author of a Speak Up 

report made in bad faith, the data relating to the report may be kept until the end of the disciplinary or litigation 
proceedings brought against the accused or the author of a Speak Up report made in bad faith, or for the 
duration of the limitation period of appeals against the decision. 

 
Anonymous data, i.e. data that can no longer be related to one or more identified or identifiable natural persons, may, on 
the other hand, be kept for an unlimited period of time. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5. Cookies   
 

The cookies used on the L’ORÉAL Speak Up website (www.lorealspeakup.com) do not in any way make it possible to 

capture personal data that may lead to the identification of a user. Cookies are used to document the use of the site by 

users, including the number of connections, connection time, and the country in which the user connects.  

 
 

6. Data recipients   

 

The provider hosting the digital solution in Europe has no access to any data exchanged on the platform. The exchanges 

are encrypted/secured from end to end. The role of the supplier is thus limited to providing an operational IT service 

without ever being involved in an ethics investigation. 

 
1 "Follow-up" here refers to any decision taken by the Group to draw the conclusions of the Speak Up report. P
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The persons who may have access to the ethics investigation data are:  

- Those involved in an ethics investigation, particularly witness(es), reporter(s) and the accused. 

- Persons authorised by L'ORÉAL. 
*** 

- In case of L'ORÉAL S.A. - Those involved in the management of an ethics investigation, particularly the 
Chief Ethics, Risk and Compliance Officer, the persons mandated by the latter to handle the Speak Up 
reports and, more generally, any persons who may be called upon in connection with the collection and/or 
processing of the Speak Up report or to take appropriate measures, in accordance with the Group's 
Speak Up Reports Management Policy. This may include individuals at L'ORÉAL S.A. or its entities, for 
example, the ethics investigation supervisor, investigator, HR and the manager of the accused persons, 
a law firm (if outsourcing the investigation to an independent third party), a translation company, etc. 
 

Each person receives solely the information strictly necessary to their contribution to resolving the Speak Up report. 

 

Access to intermediate archives is limited to the Chief Ethics, Risk and Compliance Officer or the persons appointed by the 

latter to process the Speak Up reports and access is possible solely to ensure the protection of the reporter or persons 

having contributed to the processing of the Speak Up report, or in the case of a new accusation of a person subject to a 

previous Speak Up report, or to enable L'ORÉAL to respond to a claim or at the request of the authorities. 

 
If the Speak Up report is made via the secure L'ORÉAL Speak Up website (www.lorealspeakup.com), the external service 

provider used by L'ORÉAL is also a data recipient. All such persons are bound by an obligation of strict confidentiality and 

have an obligation to process the data in strict compliance with this policy. 

 

 

7. Transfers of personal data to a country outside the European Union   
 

When processing a Speak Up report, personal data may be transferred from L'ORÉAL's headquarters in France to the 

persons responsible for handling the Speak Up report in the entity concerned. The purpose of these transfers is to allow the 

processing of Speak Up reports. 

 

Transfers of personal data to countries outside the European Union that do not benefit from an adequacy decision by the 

European authorities are carried out within the framework of personal data transfer agreements incorporating the standard 

contractual clauses of the European Commission, as well as appropriate security measures. Persons whose personal data 

are collected and processed as part of a Speak Up report may request copies of the safeguards put in place (e.g. standard 

contractual clauses) from the department mentioned above. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

8. Rights of individuals   
 

Any person whose personal data are collected and processed within the framework of the L’ORÉAL Speak Up system has, 

in addition: 

• the right to access to their personal data, i.e. the right to know whether personal data are processed and, where that 
is the case, to access them with information on certain characteristics of the processing (in accordance with the 
legislation in force). The exercise of this right must not allow the person exercising it to access the personal data of 
other natural persons;  

http://www.lorealspeakup.com/
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• the right to rectify inaccurate personal data and to complete incomplete personal data. This right must not allow the 
retroactive modification of the information contained in the Speak Up report or collected during its ethics investigation. 
It thus enables the rectification of factual data whose material accuracy can be verified by supporting evidence, 
without erasing or replacing the personal data initially collected; 

• the right to object to the processing of their personal data for reasons relating to their particular situation. This right 
to object may not be exercised for the processing necessary to comply with a legal obligation or for the establishment, 
exercise or defence of legal claims, or to respond to the legitimate interest of the data controller, unless the interests 
or fundamental rights and freedoms of the natural person prevail. It should nonetheless be noted that the refusal to 
collect or process personal data by the reporter may make it more difficult or even impossible to process the Speak 
Up report.; 

• the right to delete their personal data, also called the "right to be forgotten", allowing the person to obtain the deletion 
of their data in certain cases (for example, personal data which is no longer necessary for L’ORÉAL in the context of 
a Speak Up report and its follow-up), subject to any legal retention obligations applicable to L’ORÉAL; 

• the right to restrict the processing of their personal data (including, in certain cases, to obtain the suspension of 
processing);  

• the right to withdraw consent, to the extent that personal data about their identity is processed based on consent, the 
person who submitted the report has the right to withdraw their consent at any time with no effect on the lawfulness 
of processing based on consent before its withdrawal, and 

• in France, the right to define directives relating to the retention, deletion and communication of their personal data 
after their death. 

 
These rights cannot be exercised to prevent L’ORÉAL from fulfilling its legal obligations in relation to the processing of Speak Up 

reports and the protection of reporters. 

 

All these rights may be exercised by sending a request to: 

a) personal-da@loreal.com (L'ORÉAL Baltic) 
c) dpo@loreal.com (L'ORÉAL S.A.) 

 

 

9. Right to file a complaint   
 

Any person whose personal data are collected and processed as part of the L’ORÉAL Speak Up system has the right to 

file a complaint with the competent Supervisory Authority, in particular in the Member State where they have their 

habitual residence or place of work or in which they allege that a breach of the regulations in force has occurred (in Latvia 

- Data State Inspectorate (Datu Valsts Inspekcija). 
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