, -
I—OREAI— L'OREAL (UK) LIMITED PRIVACY POLICY
FOR OUR TALENT PARTNERS (including Influencers)

L'OREAL

UPDATED: November 2024
Version 3

This policy applies to you if you are one of our Talent Partners or someone we are considering
to become a Talent Partner of ours (a ‘Potential Talent Partner’).

You are one of our Talent Partners or a Potential Talent Partner if you are an influencer,
ambassador, spokesperson, affiliate, consumer advocate and/or expert in your chosen field
(for example healthcare professionals such as dermatologists, hairdressers and make-up artists)
and, for Talent Partners you are also promoting our company, brands or products, whether
that is through:
e the creation or publication of and/or participation of content on your social media
account (such as on Instagram, Facebook, TikTok, LinkedIn); or
¢ aftendance at events (such as photo shoofts, personal appearances, panel sessions,
seminars, press interviews, appointments).

Please note, we require all our Talent Partners and Potential Talent Partners to be 18 years old
and over.

We last updated this on 18 November 2024. We added some more detail to explain how we
develop and use the profile we build for our Talent Partners and Potential Talent Partners.

Please read this information carefully. We've included a Glossary at the end to explain some
terms. If you have any questions, please confact us at dpofficeruki@loreal.com and let us
know you are a Talent Partner so we can best support your query.

“L'Oréal”, “us", “our” or *we" means L'Oréal (UK) Limited. We are responsible for the personal
data that you share with us as we are the “confroller” for the purposes of applicable data
profection laws.

The L'Oréal family is made up of a number of different brands — you can find out more here
http://www.loreal.co.uk/.

We are also part of the L'Oréal Group which operates in 140 countries around the world. For
details on the L'Oréal Group, please see http://www.loreal.com/group.

This policy doesn’t apply fo information about our employees or shareholders. It doesn’t cover
other companies or organisations (which advertise our products and services and use cookies,
tags and other technology) collecting and using your personal data to offer relevant online
advertisements to you - you should review their cookie and privacy policies before giving them
your personal information. Read our cookie policy (available on each of our websites) for
information about how we use cookies.
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You may also be a consumer or business customer of ours, if so, please see our Consumer
Privacy Policy or our Business Customer Privacy Policy for further information on how we use
your personal data in that context. If you are also an employee of ours, then please also see
our Employee Data Protection Notice available via our intranet. If you visit one of our premises
or attend one of our events, we will also provide you with information about how we use your
personal data to manage your time safely and securely with us on site or at the event.

Our ambition is to be an exemplary corporate citizen and we place great value on honesty
and clarity and are committed to building a strong and lasting relationship with our Talent
Partners, based on frust and mutual benefit.

Part of this commitment means safeguarding and respecting your privacy and your choices;
this is essential to us. We want you to understand how we use your personal data so you can
feel comfortable and confident in sharing it with us.

1) We respect your privacy and your choices.

2) We make sure that privacy and security are embedded in everything we do.

3) We will never sell your personal data.

4) We are committed to keeping your personal data safe and secure. This includes only
working with trusted partners.

5) We are committed to being open and fransparent about how we use your personal
data.

6) We will not use your personal data in ways that we have not told you about.

7) We respect your rights and will always fry to accommodate your requests as far as is
possible, in line with our own legal and operational responsibilities.

We set out below what types of personal data we might collect or hold about you, how we
use it, who we share it with, how we protect it and keep it secure, and your rights over our use
of it.

Note that not all the information below may apply to you, so please read it in the context of

how you have interacted or are working with us.

L'OREAL

Below we guide you as to what personal data we collect, why, how we may use it and what
our legal basis is for using it.

Whenever we use your personal data, we must have a legal basis to do this. The legal basis for the processing of
your personal data can be:

e Your consent — where we ask for your agreement to use your personal data for a specific purpose.
o The performance of a contract - where we need to process your personal data in order to provide you with a
service/something under an agreement we have with you or as part of preparing to enfer into an agreement

with you.

e Our legitimate interests — where the use of your personal data is in our legitimate business interests.

o To comply with a legal obligation — where we need to use your personal data for our own legal and regulatory
compliance reasons (for example to comply with our tax and financial reporting obligations).
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Your Profile with us

It is essential to us to only select Talent Partners whose values align with ours. To do this we
build a profile about you to check our values align and that the L'Oréal products you are
interested in match our promotion plans. This involves us taking a look at your social media
content and public profile fo see if our values match (i.e. respect, tolerance, inclusion). The
profile we build about you includes the information captured through our channel review
and the information we know about you through your relationship with us, i.e, campaigns
you have been part of and our history of working together (‘Your Profile’).

We collect this information from different sources depending on how we engage with you
— be it as a contracted Talent Partner or as someone who has mentioned our products
online and we are considering as a Talent Partner - a Potential Talent Partner. We collect
the information from: you (including questionnaires or surveys you, or your agent acting on
your behalf, complete such as our Beauty Profile questionnaire), other L'Oréal Group
companies, your agent, a third-party agency working on our behalf including an Affiliate
Marketing Platform, our own knowledge and understanding, media coverage, as well as
publicly available information such as via your social media account or that of another
person or organisation (for example, when you mention L'Oréal products or services on non-
L'Oréal pages such as social media platforms or third party agencies).

We also use personal data we gather through Cookies and similar technologies (for
example, using cookies or built-in disclosure tools on platforms, such as Instagram's Paid
Partnership tool, to understand social media reach and engagement) to enrich Your Profile.
Sometimes we require your consent to ‘drop’ the cookie and collect this information — for
more information about how we use cookies, please see our cookie policy on our different
Brand websites and our Consumer Privacy Policy.

The personal data we use includes: your name, Handle, nickname, birthday or age range,
gender, details of an organisation you represent, professional and/or personal email, phone
number, and professional and/or personal address, any ID documentation that has been
shared with us, images, your preferences (including language preference, products of ours
you love or we think suif you), your video, photo, post and/or other content posted to social
channels (including: Instagram, Facebook, Twitter, TikTok, Snapchat, YouTube or Google+),
blog posts, your social media handle, social media username, profile picture, caption and
location information you may have included in your content and your User Generated
Content. If we both agree to work together, continue to develop it to maintain that analysis
and keep it up to date to best manage our relationship with you and for other purposes
explained in this section.

We may also include sensitive personal data in Your Profile, such as your race, ethnicity,
religion, and health information. This will always be collected from you, from your agent
acting on your behalf, or from another publicly confirmed source. We use this information
to support our ambition to be a diverse and inclusive company whose campaigns and
Talent Partners reflect society as a whole. Please also see the ‘Note on sensitive personal
data’ section below.

Legitimate business interests - We use Your Profile where it is in our legitimate interests to do
so. This includes:
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(i) Toimprove our products and services and how we engage with our consumers and
customers, and they with us — for example, understanding your interactions with
them in turn helps us understand our social reach;

(i) to build Your Profile and better engage with you in your role as a Talent Partner
and/or a Potential Talent Partner including sending you products, product surveys
and information about upcoming and existing products, checking your previous
and each new post you make online to ensure our values are, and remain, aligned
(our ‘Values Charter' check);

(i) to manage and develop our Talent Partner strategy, understanding what works well
and what doesn’t so we continuously improve our approach;

(iv) to secure, improve and protect: our brands, our consumer and customer trust,
develop our Talent Partner strategy and our products, services, tools, infrastructure,
websites and platforms; and

(v) to prevent fraud or criminal activity (for example, to ensure you do not buy or
arfificially inflate your follower account e.g. via “paid-for” or “like-for-like” means).

Our Values Charter and Your Profile — our use of automated decision making

We use your publicly available personal data to check our values are aligned. Such checks
consist of us (or a trusted partner of ours) assessing Your Profile (see above) to ensure they
align with our Values Charter. We evaluate your public social profiles and publicly available
information, to assess and predict your behaviour and understand its impact on us such as
your suitability for campaigns we are working on now or in the future. We use an algorithm
to carry out our values matching analysis, our personnel then review all values match profile
output.

Relationship management

We also use the personal data we hold in the profile we build about you (see above) to
enter into and/or fulfil our contractual obligations where we have an agreement with you.
This includes any relationship management communications between us and your agent
and/or our agent, paying you, arranging meetings and liaising with your agent and our
agent, where applicable. To make your international travel arrangements smoother and
safer, we'll need the best phone number and email address to reach you. We'll send you
helpful information about your destination(s) before you go. Also, in case of an emergency,
we'll use this information to get in touch with you and provide any necessary medical or
security assistance. We want to ensure your safety and well-being while you're fraveling
abroad, so we'll share your information with appropriate parties if needed to support you
during these times. We believe this is the best way to support you when you're fraveling
internationally, especially as it could be in your vital interests in certain circumstances.

We may also use Your Profile to invite you to events, seminars and fraining sessions and share
information about our strategy, products and services. We do this as it is in our legitimate
business interests o maintain an engaged Talent Partner pool, and where it is part of the
contractual terms we have agreed for you to represent us at such events. We may also do
this if you are a Potential Talent Partner too. This may involve us needing to share your
personal data with a supplier acting on our behalf or another third party who is hosting the
event.

We seek your consent to use your personal data contained in or associated with your User
Generated Content (this is defined in our Glossary, but generally these are the posts you
create, like or share online including on social media platforms). This usually includes the use
of your name, nickname, social handle, images and Hashtags personal to you. We seek this
consent when we enter into a contract with you, this is to allow us to:

e use your User Generated Content now as part of your role as a Talent Partner of ours;
and

o permit our future use of the personal data within the User Generated Content for our
commercial purposes.
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We also use personal data in your User Generated Content where it is in our legitimate interests
to do so, such as to:

(i) improve our products and services and how we engage with our consumers and
customers, and they with us;

(i) better engage with you in your role as Talent Partner or potential Talent Partner of ours
including sending you products, product surveys and building a profile about you so
we understand you well; and

(i) secure, improve and protect our brands, our consumer and customer trust, develop
our Talent Partner strategy and our products, services, fools and platforms.

Whilst we require all User Generated Content to not feature or otherwise contain personal data
about an individual other than yourself, if your User Generated Content does contain personal
data relating to another individual, you are responsible for making sure they are happy with
you using their personal data and allowing us fo use it.

We may also be under a legal obligation to use the personal data we hold about you
(including sharing) Your Profile, our working history together including the terms we have
agreed and your User Generated Content, such as in response to a request from a
government or law enforcement agency. Where we are compelled to share such
information, we may also be subject to confidentiality restrictions which prevent us from
informing you of such sharing. But we will otherwise let you know, where we can. Such sharing
with a third party may also be because it is in your vital interests, or those of another individual,
that we do share that information — again, we will always inform you of such sharing where we
are permitted to do so.

We may also need to use your personal data to comply with legal obligations placed upon
us which are there to protect you and our business against for example, corruption and money
laundering checks, but also for general, advertising standards, accounting, and financial
record purposes. This may include Your Profile, our working history together including the terms
we have agreed and your User Generated Content.

The processing of special categories of personal data (or ‘sensitive personal data’) is limited
to data made public by you or a third party on your behalf, or where you have given us
consent to use such information. For example, we may need to understand your health,
including dietary, requirements when preparing access and catering for an event you are
aftending. We will always check such requirements with you and you only need provide the
information you are comfortable with us using.

In some cases, for example when we collaborate with our frusted partners (such as an agency
we engage to support our Talent Partner and Potential Talent Partner management activities),
we may be jointly responsible with those partners for the use of your personal data, but we will
always agree the respective roles and responsibilities of each party involved, be transparent
with you about what we are doing and make sure your rights are not affected.

e We may share your personal data within L'Oréal and the L'Oréal Group - Where
appropriate, we may share your personal data between our brands to build a central
record, keep the information we hold about you up to date (for example, you may be a
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Talent Partner for more than one of our brands), tailor our communications with you and
to run analytics and perform stafistics.

Access within the L'Oréal Group will always be controlled on a need-to-know basis, to fulfil our
contractual obligation with you (such as to pay you), or to allow us to perform any necessary
or legitimate functions.

We may also share your personal data in a pseudonymised way (not allowing direct
identification of you) with L'Oréal Research & Innovation scientists, including those located
outside of your country, for research and innovation purposes.

Your personal data may also be processed on our behalf by our trusted third-party suppliers -
We only provide them with the information they need to perform the service they are
providing, require them to keep it secure and tell them to not use it for any other purpose. For
example, we may trust third parties to deliver services that require the processing of your
personal data as follows:

e To provide digital and e-commerce services such as social listening, loyalty
programmes, identity management, reviewing social media and public profiles,
ratings and reviews, CRM, web analytics and search engine, community platform
management and User Generated Content curation tools;

e Asrequired to deliver a product to you e.g. postal/delivery services;

e To provide us with Talent Partner care/management services and Potential Talent
Partner identification services; and/or

e To help us provide training, seminars, and events, such as training providers, travel
agencies, and event management companies.

We may also disclose your personal data to third parties beyond those that provide services
to us, such as:

e If we sell any or part of our business or assets, we may disclose your personal data
to the prospective buyer of such business or assets. Your personal data will usually
be processed by the buyer acting as the new controller and its privacy policy will
govern the processing of your personal data;

e If we are under a duty to disclose or share your personal data to comply with a
legal obligation, or in order to enforce or apply our terms of use/sales or other terms
and conditions you have agreed to, or to profect the rights, property, or safety of
L'Oréal, our customers, or others; and/or

¢ In other circumstances if we have your consent or we are permitted to do so by
law.

We may disclose your personal data to our trusted partners, for example if they are co-creating
content with us, then we will each use your personal data for our own purposes and as such
your personal data will be used by:
o L'Oréalin accordance with this Privacy Policy; and
o The partner acting also as a controller, and its privacy policy shall govern the
use of your personal data for its purposes.
We may share your User Generated Content with our partners so it may be displayed
on their website.

We will keep your personal data for as long as we need it subject to the different use cases
described above. For example, we retain certain personal data for the following periods:
o For the duration of our contfractual relationship and for a reasonable period after it
ends in case of a query or claim;
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e We keep User Generated Content for a reasonable period necessary to achieve the
purpose we collected it for (e.g. for the duration of a campaign) and otherwise for a
period defined in accordance with local regulations and guidance;

e We keep a copy of Your Profile for as long as we have a legitimate business justification
for keeping it, after which we delete it or anonymise it; and

e Where cookies are placed on your browser, they are stored for as long as necessary to
achieve their purposes (e.g. statistics on your social media post) and otherwise for a
period defined in accordance with local regulations and guidance.

When we no longer need to use your personal data, it is removed from our systems and
records, or anonymised so that you can no longer be identified from it.

We are committed fo keeping your personal data secure and taking all reasonable steps to
do so. We contractually require that trusted third parties who handle your personal data for us
do the same. However, as no fransmission of information via the internet is completely secure,
we cannot guarantee the security of your personal data transmitted to our site although. Any
fransmission is therefore at your own risk.

Your personal data may be transferred to, accessed in, and stored at, a destination outside
the United Kingdom ('UK’) and/or Ireland. It may also be accessed by our employees
operating outside these countries who work for us, the L'Oréal Group, or for one of our service
providers.

Where L'Oréal transfers personal data outside of the UK and Ireland, this will be done in a
secure and lawful way. As some countries may not have laws governing the use and transfer
of personal data, we will take steps to ensure that third parties adhere to the commitments set
out in this Privacy Policy e.g. reviewing their privacy and security standards and contracting
with them on appropriate contractual terms.

When we transfer your personal data outside of the UK and/or Ireland, we:

e review and/or enter into appropriate contracts (including adding the European
Commission’s standard confractual clauses (available here) which may include
the UK's Addendum fo the standard confractual clauses (available here); or

e rely on the applicable UK Government or European Commission’s, for fransfers from
the UK and EU (Ireland) respectively, adequacy decision(s) which has found the
third country to which we may transfer your personal data offers an adequate level
of data protection (copies of adequacy decisions available here and here).

L'Oréal respects your right to privacy: it is important that you are able to control your personal
data. You may have certain rights and choices over the personal data we collect from you.
These rights may be limited depending on our rights as a business and/or the legal basis on
which we use the data, but we will always explain where this is the case. We will take
reasonable steps to verify your identity before granting access or making corrections to the
information we hold about you. You may exercise these rights by contacting us using the
details provided below.

Email opt-out

You can opt-out from our email marketing at any time by clicking on the unsubscribe link within
the marketing emails you receive from us or by contacting us (see the ‘Contact Us' section
below). We'll act on your request as quickly as we can, but it can take about 30 days to take
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effect due to system updates. We will add your email address to our opt-out list to make sure
we continue to exclude you from future marketing communications.

Withdrawing your consent

You may also withdraw any consent you previously provided to us at any tfime by contacting
us using the details provided below. This will not affect the lawfulness of our use of your personal
data based on your consent before its withdrawal.

Reviewing, correcting, updating, restricting, objecting to our use of or deleting your personal
data

You have the right to request access to and correction or erasure of the personal data we
hold about you, or to request our use of this information is restricted, as appropriate. You also
have the right fo object at any fime to the use of your personal data for direct marketing
purposes, including the profiing we do related to direct marketing and generating and
maintaining Your Profile. Please note, if we cannot hold sufficient information in Your Profile,
we may have to reconsider your role as a Talent Partner, but we will always explain why.

Other Rights

You have the right to receive, in a structured, commonly used and machine-readable format,
the personal data that you have provided to us about you, with your consent or based on
your confract with us. You also have the right to have this information transferred to another
data conftroller, where it is technically feasible. You may exercise this right by contacting us
using the details provided below. You may also lodge a complaint with a data protection
authority about our use of your personal data, but we do ask that you contact us first and try
to resolve any issues or causes for concern you may have.

We may make changes this Privacy Policy from time to time. Changes may be due to, for
example, amendments to applicable laws, regulations, and industry practices, or due to
changes we make to our services. We encourage you to review our Privacy Policy to stay
informed.

If we make material changes that may affect yourrights, as per the “Your Right and Choices”
section above, we may provide additional notice, such as via email or via a notfice on our
website. If you continue to use our services after we publish or send a notice about any
changes to our Privacy Policy, it will mean that you have read and understood the updated
Privacy Policy.

If you have any questions or concerns about how we treat and use your personal data, or
would like to exercise any of your rights above, please indicate that you are a Talent Partner
of ours and contact us at dpofficeruki@loreal.com or by writing to us at:

Data Protection Officer
L'Oréal (UK) Limited
Gateway Central

187 Wood Lane
London W12 7SA
United Kingdom

If you would like to get in touch with our Data Protection Officer, please also contact us at
dpofficeruki@loreal.com.
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Some of the ingredients in our privacy consultation need explaining.

" Affiliate Marketing Platform™” means the advertising model we use where we ask third-
party publishers (affiliates) online to generate fraffic or leads to our products and
services under a commercial agreement with us.

“Anonymised data” means data which has had all personally identifiable
information/personal data removed.

“Cookies” are small text files (up to 4KB) created by a website and stored in your (the
user’s) connected device - either temporarily for that session only or permanently on
the hard disk (called a persistent cookie). Cookies help the website recognise you and
keep track of your preferences. They can be activated on a L'Oreal or third party
website and can track your movement from one website domain to another,
depending on their functionality. Some cookies require consent to be ‘dropped’ and
that consent must be sought before they are dropped.

“Hashtags” are a words or phrases preceded by a hash sign (#), used within content,
for example on social media sites and applications, to identify digital content on a
specific topic.

“IP address” is a unigue string of numbers that identifies each device using the internet
or a local network.

“Personal data” means any information or pieces of information that could identify you
either directly (e.g. your name) or indirectly (e.g. through pseudonymised data). This
includes things like email address, social media handles/usernames, images shared of
you on social media including your profile picture, personal preferences and shopping
habits, User Generated Content, financial information (where we pay you directly),
sensitive personal data such as diversity information (such as ethnicity, race, religion)
and health information. It could also include unique numerical identifiers like your
computer’s IP address or your mobile device's MAC address, and other information
collected via cookies we, or third parties, use on our or third-party websites.

“Pseudonymised data” means a key or code applied which is unique, allowing indirect
identification of an individual, such as a unique ID.

“User Generated Content” means your video, photo, post and/or other content posted
to social channels, including but not limited to: Instagram, Facebook, Twitter, TikTok,
Snapchat, YouTube or Google+, blog posts, together with your social media handle,
social media username, profile picture, caption and location information you may
have included in your confent. We will specify which piece of content we are seeking
your consent to use.

“Your Profile” means the profile we build about you, which includes things such as:
what you like, dislike, are passionate about and interested in, in addition to the
information we know about you through your relationship with us, for example,
campaigns you have been part of and our history of working together.
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